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Ovo uputstvo se odnosi na Apple mobilne uredaje: iPad, iPhone, iPod Touch.

Konfiguracija podrazumeva podeSavanja koja se vr$e na raCunaru i podeSavanja na mobilnom uredaju.

1) Podesavanja na raCunaru

Prvi korak povezivanja na eduroam mrezu je instaliranje TERENA SSL CA digitalnog sertifikata. Sertifikat
se moze preuzeti sa adrese_http://crt.tcs.terena.org/ TERENASSLCA.crt. Adresu ukucati u Internet

Explorer nakon €ega ¢e se pojaviti prozor kao na slici ispod. Kliknuti Open dugme.

File Download - Security Warning

Do you want to open or save this file?

Mame: TEREMASSLCA.cer
Type: Security Cerkificake, 1,15KE

From: crt.tcs.terena.org

[ Save ]| Cancel |

While files from the Internet can be uzeful, thiz file type can
potentially harm your computer. [f pou do not trust the source, do not
apen or gave thiz software. What's the rigk?

U novom prozoru kliknuti Install Certificate... kao na slici ispod, a zatim ispratiti instalaciju do kraja.

Certificate

General | Details | Certification Path |

| Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remate computer
«1.3.6.1.4.1.6449,1,2,2,29

Issued to: TEREMA S5L CA

Issued by: UUTN-USERFirsk-Hardware

valid from 5/18/2009 to 5/30/2020

d;nstall Certificate. ., i
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Za deo podasavanje uredaja preko raCunara potrebno je instalirati Configuration Utility na Vas PC. Nakon
uspesne instalacije iPhone Configuration Utility programa, pokrenite ga. Pojavi¢e se prozor kao na slici
ispod.

Jie e Loaheurshine 1LY

i Lk

AU E'E Configuration Profiles Provisioning Profiles  Applications

Device

Mame: i*hors
Capaciky: 1417 GB
I Saftware Version: 421 (302452
Sedal Number: =

1

Last Conmected: §13/2011 4:01:53 M

Contact

Phane Number: Nat Applicable
Mame: |

U gornjem desnom uglu kliknuti File i iz padaju¢eg menija odabrati New Configuration Profile.

Jie e Lonheurakios [t

: e TR S

Mew Configuration Profile Cril+N
Add to Library...

Duplicate

Close Cril+w

Cril+L
Shift+Crtl+5

UL E'E Configuration Profiles Provisiomning Profiles Appliations

Export
— ] Mame: ithore
Capaciky: 1417 GB
| Saftware Version: 421 (301452
Sedal Number: =
m Ay — - N - sy -
ECTDe - e
TMET: e
HMEID:
WiFi MAC Address:
Blwetooth MAC Address:
Last Conmected: &/13/2011 4:04:53 PM

Exit Cril+Q

Contact
Phone Number: Nat fpplicabls

Mame:
Email Address: | E
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U novom prozoru izabrati General karticu iz menija sa leve strane i u delu Identity u poljie Name upisati
“eduroam®, u Identifier polje upisati domen institucije (,sf.bg.ac.rs®).

Identity

Name
Display name of the profile (shown on the device)

adUrsar

Identifier

Unigua identifier for the profile (2.9, comcompany. profila)
damen

Organization
Mame of the crganization for the profile

—
i
S
.! Email
e

Description
Mot Configured Brief explanation of the contents or purposs of the profile
Exchange ActiveSync
= LDAP
& Not Configured
i |
calDav - Security .
@ Not Configured . Control when the profile can be removed. |
P | Always g |
| ST, IR NSO T [ Y| [ e, L

Nakon toga, u meniju sa leve strane pronaci Credentials karticu i kliknuti Configure u prozoru koji ¢e se
pojaviti, kao na slici dole.

e ) —
] LDAP
@ Mot Configurad
calDav =
W ok Corfigurad Configure Credentials
~ Subscribed Calendars Usa this section to specify the PXCS1 and PKCSL2
Mat Configurad certificates vou want to install on the device. Add vour
corparate rertificate, and other rerificatas necessary to
. | CardDAV authenticate the davice's access to your nebwork. For mone
{,IQJ Mot Configurad information abaut certficates, refer to the iPhare 05
—— i Enterprize Daployment Guida.
== Web Clips
g Mot Configurad @]

i, SCEP
Mot Configurad

4 Advanced E

Mobile Davice Management
Mot Configurad

Mot Configured
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Zatim, u Personal Certificate Store prozoru prona¢i TERENA SSL CA sertifikat, oznaciti ga i kliknuti
dugme OK.

Personal Certificate Store

Select the certificatels) wou'd like to use,

Issued to
Ru:u:ut Agency

£ TEREMA 551 CA

GI-::I::aISign Crganization Validation CA
Emicrosoft Certificate Trust List PCA
Certisign Autoridade Certificadora AC15
SecureSign FootCaz

| S | .

[ Cancel ][ Wiew Certificake

Pojavi¢e se prozor kao na slici ispod.

:; Calnay
W2 ok Configured

[y Subscribed Calendars
| B Mot Configured

CardDAY

Pt Configured

Web Clips
H Mot Configunad

i SCEP
[ﬂl Pot Corhgured

Hobile Devioe Managemenk

Rot Configurad

T T |

LI Mt configurad ™ i :
. Credential =%
= WI-RI
T 1 Payiosd Corfigersd Credential Hame
Mame or desaription of the cradential
i VPR TEREMAGE A
pi Mot Configured
gy Eul;ﬂute_ntmﬂ'. Dalta
T Certmicates for indusion on desics.
'.ﬁ' Pt Lo | e Coraficate |
ra Exchange ActiveSync
L Mot Configured
9 LDAP
Kk Configirad
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ademshka

Nakon definisanja sertifikata vraticete se u Configuration Profiles podeSavanja. Iz menija sa leve strane
odabrati WiFi karticu i kliknuti Configure dugme u prozoru koji ¢e se pojaviti, kao na slici dole.

‘o | General

BN Mandatory
Passcode
Mot Configured

'7'..:-:";-\ Configure Wi-Fi

/. Restrictions

'_l‘_| Mot Configured Use this section to configure how the device connacts to

your wireless network, including the necessary
il i :

VPN - —

‘e
sl Mot Configured

Email
Mot Configured

A Exchange ActiveSync :J
£/ Mot Configured [

U WiFi prozoru u polju Service Set Identifier upisati ,eduroam® (bitno je da sva slova budu mala!). Za
Security Type iz padaju¢eg menija odabrati WPA/WPAZ2 Enterprise, a u okviru Enteprise settings i
kartice Protocols izabrati TTLS. Za Inner Identity-a izabrati PAP. Navedena podeSavanja su prikazana
na sledeco; slici.

T General Wi-Fi =) =
i | Mandatory
Service Set Tdentifier
—1 Pasccoda Identification of tha wiraless network to connact to
ﬁ Mot Configurad adurcam
[} Restrictions _| Hidden Network
1 | Mot Configursd Enable if the target network is not open or broadcasting

Security Type
Wireless nebvork encryption to vse when connecting

WPA [ WPAZ Entemrse =

. VPN
Not Configurad
Erterprise settings
Email Configuraticn of protocols, authentication, and trust
|, Mot Configurad
A Exchange ActiveSync W Authentication | Trust
L Mot Corfigured . - —
LDAP Authentication protocols supportad on target nebwork
@ Nat Configured bns [ weer [ EapFasT
M TTLs [ PEAF [ EAP-SIM
@ CalDav
Mot Configurad EAP-FAST
i Gubsaibed Calandars Configuration of Protected Access Credential (PAC)
q?&;' Mot Corfigurad L] usapac
Provision PAC
g | Ncgrrg:l[:nﬁllrﬂd Provigion PAC Arorymouchy

. Inner Identity
T K?Ea?ﬁln_:pﬁcd \:1 authenticstion protocol (for use only with TTLS) J.
El Fap = L':!
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U okviru Enteprise settings i kartice Authentication u polje Username unesite svoje korisni¢ko ime u

formi korisnicko ime@sf.bg.ac.rs (npr. pera@sf.bg.ac.rs), gde je korisnicko_ime Vase korisni¢ko ime za

eduroam servis, a u polje Password uneti svoju lozinku. Vazna napomena: Korisni¢ki podaci (korisni¢ko ime i

lozinka) koji se ovde koriste ne moraju biti isto Sto i Va§ e-mail nalog! Za informacije o nalogu koji koristite za
eduroam, obratite se raunarskom centru Saobrac¢ajnog fakulteta.

i | General
| Mandztary
y: Passcoda

Mot Configurad

[ Restrictions

_f_| Mot Configurad

VPN
Mot Configurad

Email
Mot Configured

Exchange ActiveSync

(|

SN
i)

E!.:i ot Configurad
@

=

LDAP
Mot Configurad

CalDAY
s Nof Configurad

3

Enterprise Settings
Configuration of protocols, authentication, and trust

PHT— T

Usemanne
Us=rname for cornection to wirdess network

A

korisnicks_ime@domen

] use Per-connection Password
Request during connedion and send with authentication

Password
Password for the provided usemame

t::hx*rki.t:rr.ttﬂ

Tdentity Certificate
Credentials for connadion to wirsless nebwark

Outer Identity
Bxtemally visible identifiation (for TTLS, PEAP, and EAP-FAST)

Pod Enteprise settings odabrati karticu Trust i selektovati TERENA SSL CA sertifikat.

| Gemeral
il Mandatony

Passoode
ﬁ Mot Configured
14 Restrictions
.r_| ot Configured
'-7_ Wi

VPN
Fiot Configured

E>

Email
L Mok Configured

Exchange ActiveSync
Pt Configurad

1
i

3

LDap
Mot Configured

=]

. CalDay
4 Pck Conhigured

. Subscribad Calendars
'3 Mot Configured

| CardDay
| h Hot Configured

Wb Clips
Pt Conhigured

. Credantials

1 Paviasd Configursd

|
= |
- |

Service Set Tdentifier
Iidenisfieaton of the wirsless retwork 0 connert 1o

oL Mot

|| Hidden Metwork
Enable F the target nebwork & rot open or boadcestng

Veraless mestwork snoryphon o use when coneecting
| WP | WAZ Enterpris= =

Enierprize Setings
Corfigaraton of protooals, authenticabon, and tust

Trusted Cestificates

Certificates tnsbedieaparted for subhenication

| TEREMA S5LC&

Trusted Server Certificate Mames
Certificate nemes experted from suthentiotion seras

iIl_

0 Allow Trust Exceptions
Al it deosions [vis dislog) bo be mads by the user

F
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Nakon navedenih podeSavanja, u levom panelu izabrati uredaj koji se konfiguriSe (IPhone), a u desnom
panelu izabrati karticu Configuration Profiles i kliknuti na Install.

Summary el HTNELLES G TESE  Provisioning Profiles Applications  Consolbe

2) Podesavanja na mobilnom uredaju

Posle kreiranja profila preko raCunara potrebno je potvrditi instaliranje novog profila na mobilnom uredaju.
U prozoru koji ¢e se pojaviti kliknuti dugme Install.

[ 36 16 - 4:37 77 % = |

Cancel Install Protile

eduroam
AMRES
Overiied  [JIECT
Desr.rl;:tlun
Signed &%= o W

e
Received 13.06.2011.

Caontaina Cerdificate
WiFi Network

More Details >
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Slededi korak je potvrda instaliranja Root sertifikata klikom na dugme Install Now u novom prozoru.

Cancel Install Now

Nakon uspeSno zavrSene instalacije edoroam profila pojavi¢e se ekrani kao na slikama ispod.

o R 3G 13/6 - 4:38 TH % Ry o R 3G 13/6 - 4:38 78 %

Profile Installed

i fead eduroam \/ >
AMHES e AMAES

& Veritied

Descripthon

Signed = e W W
Mas by o

Received 13.06.2011.

Contains Certificate
WiFi Mebwork

More Details >
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Ako je sve dobro podeseno telefon ¢e povezati na eduroam mrezu.

setings  Wi-Fi Networks

i Lon )

Choose a Network...

[ s % 13/6-4:38 99 3 (|

v edurcam 8T ©
- — ' e
Other... >

Ask to Join Networks m”

Known networks will be joined
automatically. If no known networks are
available. you will be asked before joining
a new netwaork.




