8 AMRES

CAOBPARAJHU OAKYNTET
YHue

epsnTeray Beorpagy

“ Uputstvo za podesavanje za pristup eduroam
[ servisu za OS Windows XP

& Copyright AMRES



| ‘H Akademska MreZa Srbije
h L eduroam.amres.ac.rs
i, 5 [,

Uputstvo za podesavanje za pristup eduroam servisu za OS Windows XP

Kako bi korisnik na siguran nacin pristupio mreznim resursima i uz pomo¢ neophodnih podataka
(npr. korisni¢kog imena i lozinke) izvrSio proces autentifikacije neophodno je da na svom
racunaru instalira SecureW2 program cija se verzija sa odredenim predefinisanim parametrima,
specificnim za AMRES eduroam servis, moze preuzeti na adresi
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureWW2 AMRES.exe.

Instalacija SecureW2 na racunare sa Windows XP operativhim sistemom

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureWW2 AMRES.exe). Pojavi¢e se prozor kao na slici.
Kliknuti OK.

Installer Language

Flzase select a language,

EEET -

[ (4 | [ Cancel ]

Zatim Next.

A=l
Welcome to the Securew? EAP

O Suite 1.1.4 for Windows Setup
L— Setup will quids vou through the installation of Securew?
Secu rew2 EAF Suke 1. 1.4 For windaws,

It is recommended that vou cloze al other applicatiors
before skarting Setup, This will maks it possible to update
relevant sysktem Fles without having toreboot your
compuber,

%" SecureW?2 EAP Suite 1.1.4 for Windows Setup

Click Mext to continue,

Mexk = ] [ Cancel
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Uputstvo za podeSavanje za pristup eduroam servisu za OS Windows XP

Kliknuti | Agree.

% SecureWi EAP Suite 1.1.4 for Windows Setup

License Agreement
Please review the license terms befare installing Secure’w'? EAP Suite 1.1.4 Faor Q
Windaws,

Press Page Down bo see the resk af the agreement,

| Securste Eap Suite, Copyright (O] Securetws -~

This program is free software; vou can redistribube it andfor modify
it under the terms of the GRHU General Public License as published by
the Fres Software Fourdakion; either version 2 of the License, or
(&b wour opkion) any laker version,

This program is distrbubzd in the hope that it will be useful,
buk WITHOUT ANY WARRANTY; withouk evern the implied warranky of
MERCHANTARILITY or FITMESS FOR & PARTICLILAR, PLIRPOSE,

If vou accepk the terms of the agrsement, click I Agree to continue, You must aco=pt the
agreement b install Secure'w'? EAP Suite 1.1 4 For Windows.

[ < Back ” 1 Agree | [ Cancel

Pojavi¢e se prozor kao na slici. Odabrati TTLS 4.1.0 i kliknuti Install.

% SecureW? EAP Suite 1.1.4 for Windows Setup

Choose Components
Choose which features of SecoreWs EAR Suite 1.1.4 for Windows vou wans ko install,

Check the components vou wank ko nstall and uncheck the components you dan't wank ko
install, Click Imstall to start the insktaliation.,

Select components to nstall | [ | RIGEREL hasripkan
[=TC 11,0
[]PE&P 1.0.0

Space required: 3.6MB

= Back ” Inskall ] [ Cancel
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Uputstvo za podesavanje za pristup eduroam servisu za 0S Windows XP

Prilikom instalacije otvorice se prozor u koji je potrebno uneti korisni¢ko ime i lozinku. Korisni¢ko
ime je u formi korisni¢ko_ime@sf.bg.ac.rs (na primer:_pera@sf.bg.ac.rs), gde je korisnicko_ime
VaSe korisni¢ko ime za eduroam servis. Zatim kliknuti OK.

O

SecureW2

Uneste Yase korsnicko imes

Profile: 1’ EFALILT

LIsermame; 1h|:|ri5nil:h|:|_im|:@|:|m1:n|

mekkk kb kb
Passiward; ]

] sebkdok ke iokok ok bbbk

J

Re-enter Fassword:

(] 4 | Cancel

< Bach Mexk = Tancel

Vazna napomena: Korisnicki podaci (korisni¢ko ime i lozinka) koji se ovde koriste ne moraju biti

isto $to i Vas e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se Ragunarskom centru
Saobracajnog fakulteta

Po zavrSenoj instalaciji kliknuti dugme Finish, pri E&emu treba odabrati opciju Reboot now.

% SecureW? EAP Suite 1.1.4 for Windows Setup

Completing the SecureW?2 EAP

O Suite 1.1.4 for Windows Setup

— Your campuker musk be restarted in order to complete the
Secu re-wz installation of SecureW? EAP Sute 1.1.4 For Windows. Do

wau wank ko rebook now?

(%) Rebaak now

1 wank to manually reboct later

< Back Finish Cancel
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Uputstvo za podesavanje za pristup eduroam servisu za 0S Windows XP

Kada se raCunar restartuje, za podeSavanje wireless pristupa eduroam servisu potrebno je uraditi
sledece: kliknuti Start -> Control Panel -> Network Connections. U novom prozoru, desnim
klikom obeleziti Wireless Network Connection ikonicu i iz padaju¢eg menija odabrati opciju
Properties.

"= Netwark Cannections

Al Edt Vew  Fovorkes  Took Acwanced  Hel

OB-MJ& - ,_,.-' |'I- _..;-" Zearch Folzrs E'

----- Y| D
El_ Cremaba & nemw
ronnEdion =t | 2 PR i ;
'2 sef up A heme o smal Yiew Available Wireless Networks
offica netwar =5 Locs Ares Connection Srahe
@ Changs Windows Faetvnrk ceble Lnobogged Renar
Frremal satings y m_ Redtak ATLE]39)EL0 Famiy
el Wi avalabls piraless Bridpe Connechions
netrorks < 5 1334 Connaction '::r-a:ar_.a_f;.h"tu.t.
W Disable this netwars Cormected T
detice L, L= Ik Acdaaiber Dadate
&, Pepar this comedion Fenams
b il T

;] Thargs ssthings af ths
cornecaon

ocher Places

[@+ ContralPanel

N Hiy bt Places

L} My Doruments

3w coneurer -

Pojavice se Wireless Network Connection Properties prozor, kao na slici. Odabrati karticu
General i u delu This connection uses the following items: pronaci opciju Internet Protocol
(TCP/IP), obeleZiti je i kliknuti Properties.

- Wireless Metwork Connection Properties [?|1§|

Generd | \ileks: etk s | Advarced)|

Conred urirg:

B9 IntelAI PO Micless AN 1008 [ Cortiwa. |

Thiz connection Lees b follawing keme

[¥] %= AEGIS Protocol IEEE 8021x] »3203 -
[w] ==wrLaM Tranzport

Irternet Frococol [TCPAF)

b
£ [ ¥

[lesznphon
Trensmizzion Canlnol Profocalfintemet Pratocol, The d=foulk

wide arza netwark praboed thet provides communication
mcrozs divers= inleicornected rehaorkos.

[+] S howe izon 1 nolificalion sres when comnected
Matify me when this canneclion has lmked ar na connecliviee

[ o || cenea |
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Uputstvo za podesavanje za pristup eduroam servisu za 0S Windows XP

Zatim, u Internet Protocol (TCP/IP) Properties prozoru, pod karitcom General obeleZiti opcije
Obtain an IP address automaticaly i Obtain DNS server address automaticaly. Na kraju

kliknuti OK.

General |-ﬂ.l;cmahc Conliguration

‘rowcan get [P seilings asignad sutomaticaly | poun nebaark supoots
this copehiky, Otheraze. pou reed b ash voun nebeork adminisaton boe
the apomopnate [P selings

() Obkain an P addiezs automatically

{3 Us= the lolwirg IF eddezs

| & Obbain DG server addrens aubamaticaly |
{7 Uez the lollawing DHS seiver addieses

Odabrati karticu Wireless Networks.

& Wireless Metwork Connection Properties

" General Tiiebes M ebwoss || Advanced |

Cannect uging

B8 [ rh=l|R) PROAviekss LAH 2100 58 |

Thiz connzction uza: the folowing iems:

B %= AEGIS Pratocd [IEEE 8027« +320.3 v‘v
B = w/lak Tranzpait
B %= rtemel Pitecd [TCPAP)

w
< il |
D esiiglion

Tranzmizson Coaimal Prabacold nkemet Prococol. Tha defaul
ride erza nehao profocol that provides communicatian
mo0ss diveae nhsconnecied netmorks,

[#] Shiowy izon in ratification e when connectad
[#] Moty me whan this connection hzs limited or no connechivite

[ ox || ceca |
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Uputstvo za podesavanje za pristup eduroam servisu za OS Windows XP

Kliknuti na Add.. dugme da biste napravili novi profil za eduroam servis.

- Wirzless Metwork Connection Properties E|E|

Geoero | WWirsless Memwerks | Advenced |

[#] U "o ko coevigurs my winslsss neowar sefbinge

Avalatle nehuork:

Tacornec! o, dsconnect rom. o fird cub more idfoimstion
abok warsless nebaorhs in range, dick the button below,

[ Wiew wirderz Melworks ]

Pieferned nehwork.:

Ay tomalicaly connect bo availsble netvworks i ihe oder Est=d
belawr

ove Lp

M oo caven

lemove [ et o

Leam ozaut seibing up wreess nobaak
canfiguration.

Lot J[ Coeel |

U prozoru koji ¢e se otvoriti, pod opcijom Network name (SSID), upisati eduroam (bitno je da
sva slova budu mala!). U delu Wireless network key, za opcije Network Authentication i

Data encription u padaju¢em meniju obeleziti WPA2 i AES, respektivno. A zatim, odabrati
karticu Authentication.

L Wireless Metwork Connection Properties

Garerd | ‘ire kst Nebuoks | ."’.I:f‘famE::II

Wireless network properties
Aazacialin Cornection
Mebaaik name [S5I0} | adusam |

[ICoprect even Fihis netwonk is not broadcasting

\Wirelkess nziwors kep
This v reouines 2 kepFor R folloeing:
Mehwork duitherlicaior: W2 b
Lata enciyplion: AES I
| 4 =
riced 1
The kay & provided Far me automaticaly

[ Thigis & computer-iocompater [ad hac] netwaik, wiskess
BCDENE DORES A1 1ok Leed

[ o |[ canca |
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Uputstvo za podesavanje za pristup eduroam servisu za 0S Windows XP

Pod Authentication karticom za EAP type odabrati SecureW2 EAP-TTLS, zatim iskljuciti
Authenticate as computer when computer information is available. | na kraju kliknuti OK.

Metwork Connection Properties | 2 | X|

2%

¥ eduroam properiies

| fssociaton | Authenlication | Connection

Enzhle IEEE 832.1% authesticatian for thiz nebaork,

EAP iype | Secusw? EAFP-TTLE w
Procected E&F [FES
Smart Caid o ct-er Ceibhcats

[] duthenticat= a5 compuler when computer iformalion iz avaleble

[ euthenbcate as guest when uze ar campuber inbamztion is
unavaiable

[. OF. ] Canced ]

Na ovaj nacin je zavrSeno podesavanje raCunara kao i podeSavanje SecureW2 softvera u

cilju povezivanja na eduroam mrezu. Ova konfiguracija ¢e ostati saCuvana u racunaru i nije je
potrebno opet podesavati pri ponovnom pristupu eduroam-u.

Da biste pristupili eduroam servisu potrebno je da se nalazite u podrucju pokrivenim eduroam
signalom, viSe informacija o tome gde se nalaze eduroam tacke pristupa mozete pronaci na
adresi:_http://monitor.eduroam.org/eduroam_map.php?kml=europe_capital.

Za povezivanje na eduroam mrezu potrebno je klinkuti na ikonicu u donjem desnom uglu ekrana,
kao $to je prikazano na slici:

1210



http://monitor.eduroam.org/eduroam_map.php?kml=europe_capital
http://monitor.eduroam.org/eduroam_map.php?kml=europe_capital

7%' Akademska MreZa Srbije
L\-L eduroam.amres.ac.rs
Q

SRR A RS Uputstvo za pode$avanje za pristup eduroam servisu za 0S5 Windows XP

Otvori¢e se Wireless Network Connection prozor u kome je potrebno odabrati eduroam mrezu
(ako se na listi ne vidi eduroam mreza, kliknuti na Refresh network list u delu Network Task sa
leve gornje strane prozora) i kliknuti Connect.

511 Wire |ass Metwo rk Connection |§

b hetwrork Tasks Choose a wireless network
1 Refrash nabwork st Click & iten in Hoe It below ba cormec: to & wir=less nebwork inrange or bo get mor=
informstion.

] 1 =L
=2 Ge i A wirekess neteork EXLma

for & home or smell office:

Y'ou might meed ba enter additiond

Related Tasks

Wiy Loz about wirdess
nEsAorng

_hange the order of
i:? precerrad nskvwarks {ﬁiﬂ

ﬂ'i'i‘ Change achanced "_i‘_ Su:uril:;.r-cnd:Ed nirdssmtwnrkﬂWP.ﬁ.E} “HJ”

settings

':“i})
 Semurity-znebled wirdess retwork (WEAE) I“II]

{tfr)
' Seaurity-enchled wirsless network (R4 nil}i]l]

{tiﬂ

Nakon toga, ako je sve podeSeno ispravno, trebalo bi da se Va$ raCunar konektuje na
eduroam mrezu.

151 Wineless Metweo rk Connection |}(

b ietisaite i Choose a wireless network
a Refrash network st Clckan Item in e list below b3 connedt to a piksless necwoek N range or bo get moks
Infitmiakion.
ok 560 U0 3 vanekess nabwark, (g eduraam Connectad ':f
far a home or small office i H
VS seuntpantistvidemromeny alll
Related Tasks {(i 1)
40 Leam sbout wirsless ‘i Sequrity-enchizd wirsless network (PR n‘llll]
ME0ADHANG {: :.)
_hange the order of i
c:? preferrad nebwarks ' Seourity-enchled wirsless network (PR ﬂ“!
g Change achanced {:i}j
sellings
't Seourity-znohled wirgdess metwork (WRAZD l:IEIJI]
{tiﬂ
' Senurity-anzhlad wirsless retwork (YPAZ) ﬂ[iiJ[I
Disconnect




