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Kako bi korisnik na siguran nacin pristupio mreznim resursima i uz pomo¢ neophodnih podataka
(npr. korisni¢kog imena i lozinke) izvrSio proces autentifikacije neophodno je da na svom
racunaru instalira SecureW2 program cija se verzija sa odredenim predefinisanim parametrima,
specificnim za AMRES eduroam servis, moze preuzeti na adresi
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureWW2 AMRES.exe.

Instalacija SecureW2 na racunare sa Windows Vista operativnim sistemom

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureWW2 AMRES.exe). Pojavi¢e se prozor kao na slici.
Kliknuti OK.

-5 SecureW? Tnstaller example 1.0.0 Setup: Tnstalling

Exeaite: Securey2 FAP_Sulte_114.ex2
I nctaller Language

Please select & lardusoe;

Show detais

[Engish

| oK

Zatim Next.
= SecureW2 EAP (=D
Welcome to the SecureW? EAP

O Suite 1.1.4 for Windows Setup

— Setup wil guide vou $rough the instalation of SecreW2
SEGUFEWE R B A R

It is recommended that vou dose sl other appications
before starting Setup. This wil make it possibke fo update
reevent system files without having to reboot your
CompUter .

Click Mext to cantinue.
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Kliknuti | Agree.

[ SecureW2 EAP Suite 1 1.4 for Windows Setup
License Agreement
Plazza review the foense terms bafore incizling Secure I EAP Suite 1. 1.4 for
Windows,

Press Page Down to see the rest of the aoreement,

SecureW? Eap sutte, Copyright {C) Secrewi?

Thiz program is free software; vou can redismbute it and jor modify
it under the terms of the GHNU Gereral Public License 22 publiched by
the Free Software Foundation; either wersion 2 of the License, or

(at your opiion) any later wersion.

This program is distributed in the hope that it will be usefu,
bt WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANT ABILITY ar FITMESS FOR. A PARTICULAR FURPOSE.

[f you accept the terms of the agreement, dick [ Agres to continue, You must accept the
agreement to ingtal SecreiyE EAP Sate 1.1 4 for Yindows.

Mulsoft Jr=tall Sysber » 2,58, L-Unicode

|| 1agee || cance

Pojavi¢e se prozor kao na slici. Odabrati TTLS 4.1.0 i kliknuti Install.

B SecureW2 EAP Suite 11,4 For Windows Sctup o2 =
Choose Componentz —
Chioose which features of Secural 2 EAP Suite 1.1, 4 for Windows you want to irstall, {—‘gﬂ

Check the componenis vou went to instal and unchedk the components you don't want to
rstall, Click Install to start the instalation.

select components to install:

.-I
L

[ ]PEAP 0.0 zee s l.i::--'||.!-uli.l|!.. =

Space required; 3. 6MB

Mulsaft Irsall oy
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Prilikom instalacije otvorice se prozor u koji je potrebno uneti korisni¢ko ime i lozinku. Korisni¢ko
ime je u formi korisni¢ko_ime@sf.bg.ac.rs (na primer:_pera@sf.bg.ac.rs), gde je korisnicko_ime
Vas$e korisni¢ko ime za eduroam servis. Zatim kliknuti OK.

r —_— |
SecursWl EAP Suite 1.1.4 for Windows Setup e B EE
Installif 5.2 Corfiqurati | =

qumation
Please L
e
SecureW2
L
Une=t= Yage koriznicko me:
Prafie: !-E‘E"G-LLT
LEeIrame: ihﬁrisnidm_irm:@du‘rﬂ'u
Pessomid i;:t:::t:::::::
Re-enter Password: i T R
Damain: i
Plleaft I1 (14 ] Cancel |
2hack || Mext>s —ance|

Vazna napomena: Korisnicki podaci (korisni¢ko ime i lozinka) koji se ovde koriste ne moraju biti

isto Sto i Vas e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se RaCunarskom centru
Saobracajnog fakulteta.

Po zavrSenoj instalaciji kliknuti dugme Finish, pri Eemu treba odabrati opciju Reboot now.

Secursi2 EAF Suite 1.1 4 for Windows Setup == ] 22|

Completing the SecureW2 EAP
Suite 1.1 4 for Windows Setup

four computer must be restarted In arcer to compiets the
rerallation of SecureW2 EAP suite 1. 1,4 for Windows., Do
you wiant to reboot now?

@) Aeboot mow

1 T'want to manually reboot later

< Back ancel
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Kada se racunar restartuje, za podeSavanje wireless pristupa eduroam servisu potrebno je uraditi
sledece: kliknuti Start -> Control Panel -> Network and Internet -> Network and Sharing
Center -> Manage Network Connections. U novom prozoru, desnim klikom obeleziti Wireless
Network Connection ikonicu i iz padaju¢eg menija odabrati opciju Properties.

F |

GT\:). - B @ Metwork Conn._ ¥ - | +y 1| Semnch 2 |

onmect To T.'.i.s.lhle..tl'.' =T

Marne Sratus [hevice Mame Connectivity Wetwaork Category w
LAM ar High-Speed Intamiet (4}
Local Ares Connection Local Area Connection 2
hetwark cable umplugged Disable=d
¥ Fmsitek RTLALOZEL03 Far Cisco Systems VP Adapter
‘.;E Local Area Connection 3 | Wireless Network Connection
hetwark cal pluge i lot connerted
x ;.l:‘.-:f I Wins2 Adag x u‘jﬂ 141 Dicabile

Connect / Disconnect

i
Diagnos=
Bridge Connections

Creste Shohout
Delete

Remam=
S

Properties

Pojavice se Wireless Network Connection Properties prozor, kao na slici. Odabrati karticu
Networking i u delu This connection uses the following items: pronaci opciju Internet
Protocol Version 4 (TCP/IPv4), obeleZiti je i kliknuti Properties.

B : = |
% Wireless Netwark Connection Properties ===

Metworking | Sharing

Connect using:
¥ fheros ARSI07EG Wirsless Matworl Adapter

Corfigurs. ..
This connection uses the folowing items:

[ ™ Client for Microsoft Metwars

[ J= Cetorministc Metwork Enhancer

I 5l nos Packet Scheduler

[ EF‘: and Prirter Sharing for Microsoft Metworks

[ i intemet Protoonl Yemion & [TCPSIPwE)

L irtee Frotocal Verson 4 (TCPAPvd)

[* = |iris-Layer Topology Diacovery Mapper 140 Diver
[ s Lin-Layer Topology Discovery Responder

Instal... | | Liinztal ) Properiies
Deszcnption

Tranzmission Control Protocal/rtems Protocol. The defaulk
wide area netwark protocol that provides communication
2cross diverse interconrected metworcs
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Zatim, u Internet Protocol Version 4 (TCP/IPv4) Properties prozoru, pod karitcom General
obeleziti opcije Obtain an IP address automaticaly i Obtain DNS server address
automaticaly. Na kraju kliknuti OK.

o~

Internet Brotocol Version 4 TP -Prﬂpe:tia Tﬁ_

Gereral | alternate Configuration |

You cani pat IP sethings sssigned automatically i vour nebwark supsarts
thie capshiity. Othervwise, you need to agk your network admins trator
for the aopropriate TP sethings.

[ i@ Thtain an IF address sutomaticalhy: I

{73 Liz= the following TP address:

Eraut getesrs

I @ Chtain DhE server addrese automaticaly I
{73 Use the fallowing DMS server addresses:

[ Advanced... |

L CH | Cancel

Onda jo$ jednom kliknuti na OK i na taj nacin zatvoriti Wireless Network Connection Properties
prozor.

Vratiti se na Network and Sharing Center podeSavanja. U levom delu prozora odabrati opciju
Manage Wireless Networks i u novom prozoru kliknuti Add.

(e[ ]
{:"U | otlll += Manage Wireless Nebworks - |y || Search 2

Manage wireless netwarks that use (Wireless Network Connection)

‘Windows tries to connect to these netwaries in the order listed below, To change the order, drag a network up
or down in the list, You can also 2dd or remove neborork profiles.

I':l-fi Add | = R=mowe wﬂv Move down 'l-; Adapter properties 3| Profile bypes ﬁ

Fletwearks you can view and modify (2]

€

h—i WiFi Grend Hotel Sofia Profifz name; Wik Grend Hotel Sofia  Security bype: Unsecured
-
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Odabrati opciju Manually create a network profile.

[

= & =

sl o! Manually connect to a wirsless network
How da yvou want to add a network?

Mgt Add a network that is in range of this computer

= This shows you alist of networks that are cumenty available and lets you connect
to one Once you connect, a prn{“e for the nebuwork is saved on your compuker,

R Manually create a network profile

¥ This creates a new nebwoik profile or locates @n esisting nebwork @nd saves a profile
for the network on your computer. You need to know the nebwark name [5500] and
security key [ apphicable].

A Create an ad hoc network
R This creates o ternparary nebwerk for sharing fil=s or an Internet connection

Cancel

U prozoru koji ¢e se otvoriti, pod opcijom Network name (SSID), upisati eduroam (bitno je da
sva slova budu mala!). Za opcije Security type i Encryption type iz padaju¢eg menija odabrati
WPAZ2-Enterprise i AES, respektivno. Kliknuti Next.

[

=H e X
@ ' Manually connectto @ wireless network
Enter information for the wireless network you want 1o add
Metwork narne eduroam
S T e ']
Encryption type ..!LE‘S- | VI
Security KeyPassphrase: T Display characters

] Start thic connection automatically

| Connect even if the network is not broadcasting
Warning: If you selact this option. your computer's privacy might be at risk,

Nee || Cence |
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U slede¢em prozoru odabrati opciju Change connection settings.

[

i\:) ' Manually connect to & wireless network

Successfully added eduroam

* Connect to..
Open the " Connect te a nebwork” dialeg se I can connect.

* Change connection settings
Open the connection properties so that I can change the settings.,

)

Zatim u eduroam Wireless Network Properties prozoru odabrati Security karticu u gornjem
delu prozora.

edurnam Wireless Network properties ] .

Connechan ]| Seoyrity

Mame: cduroam
51D eduroam
Metwork Type; Access point

Metwork avalabiity: Al users

[¥] Conrect automatically when this retwork is in range
[] Conmect to a more preferred network if available
7] Conrect ewen i the network is not broadcasting
[]Enable Atheros connection settings

| Configura.,

) Coe
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U klize¢em meniju Choose a network authentication method odabrati opciju SecureW2:
SecureW2 EAP-TTLS, i nakon toga kliknuti Settings da bi se aktivirala SecureW2 podeSavanja.
| :;iumom\iﬁrtbsﬁdwu:ﬁ progerties El .

Correction | Seourity

Security bype: |wma z-Ert=cprize -

Encryption bype; |AE5 -

thod:
[SEI'.'LII‘E“I']'_' Serur eV 2 EAP-TTLS I - | Sethbnos. ..

Fa Cache uger infarmabion for subgequent comnechors
ta this network

oK | cancel
U novom prozoru kliknuti OK.
e e el
":.:-""
SecureW?2
4.1.0{46)
Piofle I
Erofie: | Baacilin |

M l Configure | ke |

o ] o |

Kliknuti jo§ jednom OK, da biste zatvorili eduroam Wireless Network Properties podeSavanja.
Zatvoriti i ostale prozore koji su ostali otvoreni.



( 1 Akademska Mreza Srbije
G . L) eduroam.amres.ac.rs

Uputstvo za podesavanje za pristup eduroam servisu za OS Windows Vista

Na ovaj nacin je zavrSeno podeSavanje raCunara kao i podeSavanje SecureW2 softvera u cilju
povezivanja na eduroam mrezu. Ova konfiguracija ée ostati saCuvana u raCunaru i nije je potrebno
opet podeSavati pri ponovnom pristupu eduroam-u.

Da biste pristupili eduroam servisu potrebno je da se nalazite u podrucju pokrivenim eduroam
signalom, viSe informacija o tome gde se nalaze eduroam tacke pristupa mozete pronaci na
adresi:_http://monitor.eduroam.org/eduroam_map.php?kml=europe capital.

Za povezivanje na eduroam mrezu potrebno je klinkuti na ikonicu u donjem desnom uglu ekrana,
kao $to je prikazano na slici:

Sto ée otvoriti prozor prikazan na sledeéoj slici, u kome je potrebno odabrati opciju Connect to a
network.

Mot Connected

-ﬁi Wireless networks are available.
-

Connect to a network I
Metwork and Sharing Center

EN ¢ Ty i oW 1313

Otvorice se Wireless Network Connection prozor u kome je potrebno odabrati eduroam mrezu
(ako se na listi ne vidi eduroam mreza, kliknuti na Refresh network list u delu Network Task sa
leve gornje strane prozora) i kliknuti Connect.

[ a

= || 5] (] '
=
Q 21 Manually connect 1o a wireless network
Select a network 1o connect 1o
Show | Al - [
. : :
& edurcam Security-enabled netwark '}'.\ﬂ_l |
&" Security-enabled network -"!\ﬂ_l
&" Security- enabled networic -.'l.“ |
[ " M

Set up a connection or network
CDpen Metwork and Sharing Center

i Cgnnect J| Cancel ]
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Ako je sve dobro podeseno, Vas raCunar ¢e se konektovati na eduroam mrezu.

Successfully connected to eduroam




