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Uputstvo za podeSavanje za pristup eduroam servisu za OS Windows 7

Kako bi korisnik na siguran nacin pristupio mreznim resursima i uz pomo¢ neophodnih podataka
(npr. korisnickog imena i lozinke) izvrSio proces autentifikacije neophodno je da na svom
racunaru instalira SecureW2 program cija se verzija sa odredenim predefinisanim parametrima,
specificnim za AMRES eduroam servis, moze preuzeti na adresi
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureW2 AMRES.exe.

Instalacija SecureW2 na racunare sa Windows 7 operativnim sistemom

Preuzmite i pokrenite fajl za instalaciju SecureW2_AMRES.exe (sa adrese
www.sf.bg.ac.rs/downloads/centri/rcsf/eduroam/SecureWW2 AMRES.exe). Pojavi¢e se prozor kao na slici.
Kliknuti

K. : = RS
0 E:_Securem Installer example L.0.0 Setup: Installing = [l S|
112
11
Execute: SecureWid FAP Suile 114.exe
-
e z )
dhow de
Y Please select a languace.
L=
[Ergisn ]
I Ok | Cancel
L -
Midlsotk In | S, s2
Cloge arcel
Zatim Next.
= SecureWz EAP Suite 1.1.4 for Windows Setup E=HEE X

Welcome to the SecureW?2 EAP
Suite 1.1 4 for Windows Setup

Setup will guide yvou through the instalation of Securew 2
EAP Suite 1.1.4 for Windows.

Itis recommended that you ciose all other applications
befare starting Setup. This wil make it possible to update
relevant system files without Raving to reboot vour
computer,

Click Mext 10 continue,

Mext = ] [ Cancel
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Kliknuti | Agree.

Flease review the license termrs before installng Secrei2 EAR Sulte 1. 1.3 for
Windaows.

Press Page Down to see the rest of the agreement.,

SecuredW2 Eap Suite, Copyright (C) Saaurel2

This program is free software; you can redistribute it and/or modify
it under the terms of the GHU General Public License 2= publiched by
the Free Software Foundation; either version 2 of the License, or
{at your coton) any later version.

This program is distributed in the hope that i will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHAMNTABILITY ar FITMNESS FOR. A FARTICULAR FURPOSE,

agre=ment to install SeoureW 2 EAF Suite 1,14 for Windows.

Midleork Tnskall Swstem w2, 38 L ddnicad=

If you accept the terms of the agreement, dick [ Agree to conbnue, You must accept the

L[}

| smsd || lagee |

Pojavi¢e se prozor kao na slici. Odabrati TTLS 4.1.0 i kliknuti Install.

B secureWz EAP Suite Lidfor WirdowsSewp |

Choose Components

Chooss which features of secure2 EAP Suite L 1.4 for Wandows you want oirstal,.  ES=g

ingtall, Click Install to atart the installation.

Chedk the comparents you wart to install and undheds the components you don't want to

Selectcomponents foinsEl: | @] TS 4.1.0 Deg_mptm
& Posikion wour rouse
[laTc L1o DR & ComponEnt o
[]rEAR 1.0.0 secits desaripton,
Space reguired: 3.6MVB
MNutlsatk Install Siestem 02,380 1 dnicod=

| «Bak ||| mnstal |
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Prilikom instalacije otvori¢e se prozor u koji je potrebno uneti korisni¢ko ime i lozinku. Korisni¢ko
ime je u formi korisni¢ko_ime@sf.bg.ac.rs (na primer:_pera@sf.bg.ac.rs), gde je korisnicko_ime
VaSe korisni¢ko ime za eduroam servis. Zatim kliknuti OK.

= secureWz EAP Suite 1.1.4 for Wirdams 5 | = | =HEES
|

SecureW?2

Uresite vate korisnicko ime:

Profile: | DEFALLT

Username: | korisnicka_me@domen

I =
Passwviord: | LR SR S

Re-enter Password: | EEE R

Domain: |

Vazna napomena: Korisnicki podaci (korisni¢ko ime i lozinka) koji se ovde koriste ne moraju biti

isto Sto i Vas e-mail nalog! Za informacije o nalogu koji koristite za eduroam, obratite se RaCunarskom centru
Saobracajnog fakulteta.

Po zavrSenoj instalaciji kliknuti dugme Finish, pri Eemu treba odabrati opciju Reboot now.

= SecureW2 EAP Suite 114 for Wirdows Sewp =R X

Completing the SecureW2 EAP
Suite 1.1.4 for Windows Setup

Your computer must be restarted in order to complete the
installation of SecureWW2 EAR Suite 1. 1.4 for Windaws. Do
you want to reboot now?

@ Rebootnow

(' Iwant to manually rebootlater

< Bads Firish Cancel
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Kada se racunar restartuje, za podeSavanje wireless pristupa eduroam servisu, potrebno je uraditi
sledece: kliknuti Start -> Control Panel -> Network and Internet -> Network and Sharing
Center -> Change adapter settings. U novom prozoru, desnim klikom obeleziti Wireless
Network Connection ikonicu i iz padaju¢eg meniju odabrati opciju Properties.

Organize * Connect To Disable this network device

gg Bluetooth Metwork Connection &Jh Local Area Connection

Mot connected Metwork cable unplugged

Bluetooth Device (Personal Area ... x ‘-ﬁ‘ﬁf Marvell Yukon S88E8042 PCI-E Fast...
! g Viware Metwork Adapter Vivinetl : I VWMware Network Adapter VMnetd

Unidentified network = Unidentified network
@ \Mware Virtual Ethemnet Adapter .., @ Vhware Virtual Ethernet Adapter ...

-—

Wireless Metwork Connection
Mot cannected
*x dfm Intel(R) PRO/ Wireless 3945ABG M.

Pojavice se Wireless Network Connection Properties prozor, kao na slici. Odabrati karticu
Networking i u delu This connection uses the following items: pronaci opciju Internet
Protocol Version 4 (TCP/IPv4), obeleZiti je i kliknuti Properties.

Conne-:t uang
:ﬂ" InteI{H.l PH:)NfreIess 39-1~5.F|EE Natwnrl-: Cnnrﬂcilnn

Thig connection uz=3s the followerg nems:

bl ™ Tiert for Microsoft Metwarks

bl = yware Bridge Protoonl

b B 2eS Packet Scheduler

bl SFIB and F"nnter Shanng far MIDTCED‘H: MNetwodes

b o Lk Ln','cr Topology Ciscovery F!capu'dcr

[ Instal .. ] Lininztal Propeties
Daacrption
Transmizzion Contml Protocol Antemet Frotocol. The default

wide zrea network protocol that provides communication
acrogs diverze iInterconnacted networks

| | Cancel
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Uputstvo za podesavanje za pristup eduroam servisu za OS Windows 7

Zatim, u Internet Protocol Version 4 (TCP/IP) Properties prozoru, pod karitcom General
obeleZiti opcije Obtain an IP address automaticaly i Obtain DNS server address
automaticaly. Na kraju kliknuti OK.

Intemet Protocol Version 4 (ICO/IvA) Properties - Jiio

General | Alternate Configuration

Tou can get 1P ssttings asciored automaticaly if your nebwork supports
this capabiity. Otherwise, you need to ask your netwark adminstrator
for the appropriate T# settings.

I-'I- Obtaiman 1P addreas automstically I
{71 Use the fallowing IP address:

IF address:
Sebnek mask:

Dbt gabawray

I-‘i- Obtain OMS gerver address automatcaly I

7 Use the fallawing DMS server addresses:
Freferred OMNS server! I

Alternate DMNS s=rver

| Validat= settings Lpon exit | R e

ok || conm |

Onda jos jednom kliknuti na OK i na taj nacin zatvoriti Wireless Network Connection Properties
prozor.

Vratiti se na Network and Sharing Center podeSavanja. U levom delu prozora odabrati opciju
Manage Wireless Networks i u novom prozoru kliknuti Add.

e [

e :
{: Yenad u:Iﬂ] <« Plet b Panage Wir [ Searth Manoge Wireless Metworks B |

Mt Mt

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these netwaorks in the order listed below.

Add | Adapterproperties Profiletypes  Metwork and Sharing Center

MNetworks you can view, modify, and reorder (3)
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Odabrati opciju Manually create a network profile.

How do you want to add a networle?

A« Manually create a network profile

"= This creates a new network profile or locates en existing network and saves a profile
for the network on your computer, You ne=d to know the network name (55007 and
security key (if applicable].

A Create an ad hoc network
This creates a temporary netwaork for sharing files or an Internet connection

U prozoru koji ¢e se otvoriti, pod opcijom Network name, upisati eduroam (bitno je da sva
slova budu mala!). Za opcije Security type i Encryption type iz padaju¢eg menija odabrati
WPAZ2-Enterprise i AES, respektivno. Kliknuti Next.

¥ J'_\u " b "
. ! Manually connectto a wirs

Enter information for the wireless network you want to add

Metwork name: eduroam

Security type: | WeAz-Enterprise

Encryption type: [ AES

Secunty Een [ | []Hide characters

VlBtart this connection autormatically

| Connect even if the netwerk is not broadcasting
Warning: If you select thiz option, your computer's privacy might be at rizk.

[ Net ] |[ Cancel
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U slede¢em prozoru odabrati opciju Change connection settings.

-_

Successfully added eduroam

= Change connection settings
Open the connection properties so that 1 can change the settings.

Zatim u eduroam Wireless Network Properties prozoru odabrati Security karticu u gornjem
delu prozora.

I eduraarm Wirg
Cannection Searity
hame:; eduroam
S5I0: edurcam
Mebraork type: Accese point

metwork avalabiicy: Al ussre

[¥] Connect autometcally when thiz network = i range
[] connect 1o a more preferred netwark if avaiable
| Connect even if the network is not broadcasting its name (5510]
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Uputstvo za podesavanje za pristup eduroam servisu za OS Windows 7

U klize¢em meniju Choose a network authentication method odabrati opciju SecureW2:
SecureW2 EAP-TTLS, i nakon toga kliknuti Settings da bi se aktivirala SecureW2 podeSavanja.

8 5
edurcam Wireless Metworl: F‘rﬁpﬂrﬁes‘ l &3 | |
| s s . il

Cannection | Seaunty | I

Secrity type: [P 2-Enterpnss x|

Srarytion bype: |AE§ vl

I EecureW3: Senral3EARTTLE - I

[#]Remember my credentials for this connection eadh
trme Im logged an

|

U novom prozoru kliknuti OK.
Se«.curew.?'tmﬁgimﬁnnr‘_

A

SecureW?2

Profle

Profile: | DEFAULT -l

Mew | Conficure I Deleta l

Cancel

R
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Uputstvo za podeSavanje za pristup eduroam servisu za OS Windows 7

Kliknuti jo$ jednom OK, da biste zatvorili eduroam Wireless Network Properties podeSavanja.
Zatvoriti i ostale prozore koji su ostali otvoreni.

Na ovaj nacin je zavrSeno podeSavanje raCunara kao i podeSavanje SecureW2 softvera u cilju
povezivanja na eduroam mrezu. Ova konfiguracija ée ostati saCuvana u racunaru i nije je potrebno
opet podeSavati pri ponovnom pristupu eduroam-u.

Da biste pristupili eduroam servisu potrebno je da se nalazite u podrucju pokrivenim eduroam
signalom, viSe informacija o tome gde se nalaze eduroam tacke pristupa mozete pronaci na
adresi:_http://monitor.eduroam.org/eduroam_map.php?kml=europe capital.

Za povezivanje na eduroam mrezu potrebno je klinkuti na ikonicu u donjem desnom uglu ekrana,
kao $to je prikazano na slici:

Otvorice se Wireless Network Connection prozor u kome je potrebno odabrati eduroam mrezu i
kliknuti Connect.

Currently connected to + —il

I’I

=2 Unidentified network
Mo netwaork access

Wireless Metwork Connection ~
eduroam ANl

1'11

.1“...

1'11

Open Metwork and Sharing Center
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Uputstvo za podesavanje za pristup eduroam servisu za OS Windows 7

Ako je sve dobro podeseno, Vas racunar ¢e se konektovati na eduroam mrezu.

Currently connected to:

ﬁ local.rcub.bg.acors

Internet access

Unidentified network

Mo netwaork access

Wireless Metwork Connection ~

eduroam Connected ‘ﬂﬂ

A
A
Al
il

H'J!Il'

Open Metwork and Sharing Center




